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Amid security concerns and the sheer volume of options to address them, this research 
develops a value model that enables any organization to identify the most important security 
metrics and best practices to implement. 
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Graphic 1: Value Hierarchy
Attributes important to secure cyber systems, as elicited from 
subject matter experts 

Table 1: Sample Value Function
Elicited from subject matter experts

Table 2:  Preliminary Rank Order Results
Using Top 10 Information Assurance Mitigation Strategies1 as candidate 
metrics and best practices
1http://tinyurl.com/top10IAD

For each metric or best practice 𝑎, calculate score 𝑠:
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where 𝑤𝑖 is the weight of measure 𝑖, and 𝑣𝑖𝑎 is the value 
function scale item for measure 𝑖 and alternative 𝑎

Derive weights using the rank order centroid method:

𝑤𝑖 =
1

𝐾
 

𝑘=1

𝐾
1

𝑘

where 𝐾 is the number of measures, 𝑤𝑖 is the weight for the 𝑖𝑡ℎ measure
• Normalize weights to sum to 1
• Buede (2009), Barron (1992), Barron and Barrett (1996)

Largest 𝑠𝑎 denotes preferred alternative

Formulas: Calculating Value using Multiple Objective Decision Analysis (MODA)
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Graphic 2: Bubble Chart
From survey analysis, organizations that were either breached or not breached were consistent 
in their value of threat detection, training/awareness, and strong security. A notable difference 
is the additional value of accountability in organizations that were breached.
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